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ABSTRACT
A Secure and Dynamic Multi-keyword Ranked Search Scheme over Encrypted Cloud Data Due to the increasing
popularity of cloud computing, more and more data owners are motivated to outsource their data to cloud servers
for great convenience and reduced cost in data management. However, sensitive data should be encrypted before
outsourcing for privacy requirements, which obsoletes data utilization like keyword-based document retrieval. In
this paper, we present a secure multi-keyword ranked search scheme over encrypted cloud data, which
simultaneously supports dynamic update operations like deletion and insertion of documents. Specifically, the
vector space model and the widely-used TFIDF model are combined in the index construction and query
generation. We construct a special tree-based index structure and propose a “Greedy Depth-first Search”
algorithm to provide efficient multi-keyword ranked search. The secure kNN algorithm is utilized to encrypt the
index and query vectors, and meanwhile ensure accurate relevance score calculation between encrypted index
and query vectors. In order to resist statistical attacks, phantom terms are added to the index vector for blinding
search results. Due to the use of our special tree-based index structure, the proposed scheme can achieve sublinear search time and deal with the deletion and insertion of documents flexibly. Extensive experiments are
conducted to demonstrate the efficiency of the proposed scheme.
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1. INTRODUCTION
1.1 Overview
Cloud computing has been considered as another model of big business IT base, which can sort out gigantic asset of
processing, stockpiling and applications, and empower clients to appreciate pervasive, advantageous and on-interest
system access to a common pool of conﬁgurable registering assets with extraordinary efﬁciency and negligible
monetary overhead. Pulled in by these engaging components, both people and undertakings are spurred to outsource
their information to the cloud, rather than acquiring programming and equipment to deal with the information
themselves. In spite of the different points of interest of cloud administrations, outsourcing touchy data, (for
example, messages, individual wellbeing records, organization ﬁnance information, government archives, and so
on.) to remote servers brings protection concerns. The cloud administration suppliers (CSPs) that keep the
information for clients may get to clients' touchy data without approval. A general way to deal with secure the
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information conﬁdentiality is to encode the information before outsourcing. Be that as it may, this will bring about
an immense expense regarding information ease of use. For instance, the current systems on magic word based data.

1.2 Architecture:

Fig.: Architecture

2. Method of Project Progress and Algorithm ,Index Construction of UDMRS Scheme :
We have brieﬂy introduced the KBB index tree structure, which assists us in introducing the index construction. In
the process of index construction, we ﬁrst generate a tree node for each document in the collection. These nodes are
the leaf nodes of the index tree. Then, the internal tree nodes are generated based on these leaf nodes. The formal
construction process of the index is presented in Algorithm 1. Note that the index tree T built here is a plaintext.
Following are some notations for Algorithm 1.
Besides, the data structure of the tree node is deﬁned as ⟨ID,D,Pl,Pr,FID⟩, where the unique identity ID for each tree
node is generated through the function GenID().
• CurrentNodeSet – The set of current processing nodes which have no parents. If the number of nodes is even, the
cardinality of the set is denoted as 2h(h ∈ Z+), else the cardinality is denoted as (2h + 1).
• TempNodeSet – The set of the newly generated nodes. In the index, if Du[i] ̸= 0 for an internal node u, there is at
least one path from the node u to some leaf, which indicates a document containing the keyword wi.
In addition, Du[i] always stores the biggest normalized TF value of wi among its child nodes. Thus, the possible
largest relevance score of its children can be easily estimated.

3. CONCLUSION
A protected, efﬁcient and element inquiry plan is proposed, which bolsters the exact multi-essential word positioned
hunt as well as the dynamic erasure and insertion of archives. We build an extraordinary decisive word adjusted
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parallel tree as the record, and propose an "Greedy Depth-ﬁrst Search" calculation to acquire preferred efﬁciency
over straight pursuit. Also, the parallel inquiry procedure can be completed to further diminish the time cost. The
plan's security is ensured against two danger models by utilizing the protected kNN calculation. Trial results show
the efﬁciency of our proposed plan. There are still numerous test issues in symmetric SE plans. In the proposed plan,
the information proprietor is in charge of producing overhauling data and sending them to the cloud server.
Therefore, the information proprietor needs to store the decoded record tree and the data that are important to
recalculate the IDF values. Such a dynamic information proprietor may not be exceptionally suitable for the
distributed computing model.
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