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ABSTRACT
Packet drooping is one of the concerns in wireless networks. It is there in Mobile Ad Hoc Networks
(MANETs) as well. MANET is the network which is established when situation demands for effective
communications. Nodes in the network act as both sender and receiver of data packets. When data
packets are reaching destination as sent by the sender, it is perfectly ok. However, it is seen generally
some packets are lost while transmitting data. Data loss can occur due to either bad channel conditions
or malicious attacks. Finding the reason behind packet loss besides detecting packet loss is very
important in mobile networks. In this paper, we proposed and implemented a solution for this
problem. Our solution is based on Homomorphic Linear Authenticator (HLA). It is used to detect
packet loss and find the reason for it. The solution is implemented with a custom simulator build in
Java programming language. The results showed the utility of the proposed approach.
Index Terms – Wireless Ad Hoc Network, packet dropping, auditing
INTRODUCTION
In networks with multiple hops, there is cooperation between nodes in order to send packets from
source to destination. It does mean that the packets cannot be sent from source to destination directly
without the active cooperation of intermediate nodes. In this context, it is possible that certain nodes
misbehave and just drop packets without forwarding to neighbour nodes. This is the potential problem
in wireless ad hoc networks. Packets are the important things in network traffic that carry actual data.
When packets are lost, the data is lost. Thus quality of communication gets deteriorated and the
quality of content is reduced. In case of high priority delay insensitive traffic such as live cricket
match, it is essential to ensure that packets are not dropping. When packets are dropped for any
reason, the quality of rendered video is reduced. This is the potential risk with respect to content
dissemination. This needs to be prevented by devising mechanisms that can handle packet dropping.
As a matter of fact, packet dropping can be done due to reasons such as link errors and malicious
attacks. The former is due to natural problems in the wireless channels while the latter is manmade.
Some insider attacks in this paper are expected to participate or cause damage to traffic by dropping
packets intentionally. The existing applications either focused on packet dropping caused by link
errors or attacks. Many existing mechanisms simply consider packet dropping due to attacks. They do
not differentiate packet loss due to link error and packet loss due to an attack. In this paper we
proposed a public auditing based solution which demonstrates the proof of concept. The system is
implemented in the form of a custom simulator developed using Java platform. The empirical results
revealed that the proposed system is able to differentiate between packet losses due to link error from
that caused by malicious attacks. The remainder of the paper is structured as follows. Section II
provides review of literature. Section III presents the proposed system in detail. Section IV presents
experimental results while section V concludes the paper.
RELATED WORKS
Malicious packet drops and packet drops due to link errors is the differentiation shown by detection
algorithms generally. High malicious dropping rates and low link errors in one pattern. The second
pattern is high link errors and low packet dropping rates. Literature found on this is divided into
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different categories base on approach used to identify attacking nodes. The categories are known as
credit systems, reputation based systems, end-to-end acknowledgements, and cryptographic methods.
The first category is credit systems that are based on the incentives given to nodes when they behave
well. Thus it motivates nodes to be genuine. These solutions are explored in [1], [2] and [3]. The
second category is reputation based. It is based on monitoring of nodes that misbehave. This
reputation system gives good reputation or bad reputation to neighboring nodes. Based on the
reputation of nodes, they are trusted. Reputation of nodes is used for making important decisions like
root selection. This category of research is found in [4], [5], [6], [7], [8], [9], and [10].
The third category is based on the hop-to-hop and end-to-end acknowledgements with respect to
losing packets. When any node is found with high packet loss rate, it is excluded from the network
and it is eliminated while making route section as well. This kind of research is found in [11], [12],
[13], [14], [15], and [16]. The fourth category is based on cryptographic primitives. These primitives
as explored in [17], [18] and [19] are widely used to have secure communications in WSN. Especially
they focused on packet dropping. They used techniques like Bloom Filters identification of suspicious
loops, tracing forwarding records and so on. Modeling traffic at MAC layer is explored in [20] for
examining packet drops. All intermediate nodes are able to envisage packet dynamics and find
discrepancy in rates of packets in order to differentiate malicious dropping from other means of
packet dropping. In this paper, we simulate WSN environment and demonstrate packet dropping
detection using a public auditing approach. The proposed system is actually a custom simulator built
using Java programming language.
PROPOSED SYSTEM
We proposed public auditing based packet drop detection mechanism. The architecture of the
proposed system is shown in Figure 1. The network involves service provider or sender, receiver and
router. It is to simulate the multihop environment with intermediate nodes cooperating for packet
forwarding. An attacker module is implemented in order to demonstrate packet dropping and its
detection.

Figure 1 – Proposed architecture for simulation
As shown in Figure 1, the service provider acts as sender of information. The receiver acts as
destination. The router is the intermediate node which is meant for forwarding packets to destination
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node. The auditor actually performs the detection logic in order to know whether packets are dropped
due to link failure or malicious attack on the node.

Figure 2 – Shows the flow of information
As shown in Figure 2, it is evident that there is information flow in the system. The source node sends
data to destination through router. However, the router performs operations such as measuring data
size, bandwidth and energy, request lost packets and sending packets. The auditor is involved in
monitoring tartaric for taking well informed decisions. The end users are nothing but destination
where information reaches.
IMPLEMENTATION AND RESULTS
We implemented a wireless network simulator using Java platform to demonstrate the proof of
concept. The functionalities of the proposed system are divided into multiple modules namely service
provider, router, auditor, destination and attacker. The modules are described here. They are
implemented using Java swing API, I/O and networking API. The implementation is a networking
application that encapsulates sender, receiver and router functionalities.
Service Provider
In this module, the service provider browses the file and sends to the particular end users via router.
And also service provider can assign energy and assign distances for the nodes in router.
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Router
In this module, the router sends the file from source to destination (from service provider to end users)
by selecting shortest distances between two nodes & sufficient node energy. And if node has less
energy than file size then packet dropper in router drops the some packets from file and sends
remaining file to the destination. And it can also do some operations like view distances, view energy,
view files, view attackers, verify, refresh.
Auditor
In this module, the auditor discovers the traffic pattern, means it stores the details of dropped packets.
It contains details of in which node packets are dropped, how many no of packets dropped, from
which file dropped & status of packets.
Destination (End User)
In this module, there are n no of destinations (A, B, C….). These end users only receive the file from
service provider via router. While getting the file from service provider there may be chances of
packets dropping, if packets are dropped then end user will gets dropped packets from point to point
manager. The end users receive the file by without changing the File Contents. Users may receive
particular data files within the network only.
Attacker
Attacker is one who makes changes the energy of particular nodes in router. And all attackers’ details
stored in router with their all details such as attacker Ip address, attacked node, modified energy and
attacked time.
The use cases in the proposed system include browse file, initialize node, send file, select node, inject
less energy, capture attack detection, view all traffic patterns, select less distance node, find traffic
nodes, find drop packets, resend dropped packets, view attackers, receive file, save file and request
dropped packets. These use cases are associated with different actors shown in Figure 2.
Capture attack detection
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Figure 2 – Use case of the proposed solution
As shown in Figure 2, it is evident that the use cases are associated with different actors in order to
have modular functionality to simulate detection of packet drop in wireless ad hoc networks. The
simulation demonstrates nodes as windows and there is communication among them. The attack
scenario is considered to demonstrate the purpose of the proposed system.

Figure 3 – Multiple nodes are involved in the simulation
As shown in Figure 3, the router side visualization is presented. There are many nodes involved in the
network. Based on the proposed implementation the nodes are simulated. The simulation also
provides details of packet dropping and identification of nodes are prone to involve in packet
dropping attacks. The simulation also demonstrates the differentiation of packet dropping due to link
error from that of malicious attacks.
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Figure 4 – Shows Node 8 differently in the simulation
As shown in Figure 4, it is evident that node 8 is compromised and that is causing packet dropping
attack.

Figure 5 – Showing the simulation results
As shown in Figure 5, the complete simulation is shown with verbose output. The results revealed the
probability of attacks.
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Figure 4 – Packet Delivery Ratio
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As shown in Figure 4, the simulation time and packet delivery ratio are represented by horizontal and
vertical axes respectively. The results revealed that as simulation time increases the packet delivery
ratio is increased.
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Figure 5 – Delay performance
As shown in Figure 5, the simulation time and delay time are represented by horizontal and vertical
axes respectively. The results revealed that as simulation time increases the delay is increased. But it
is more in the middle of simulation.
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Figure 6 – Throughput
As shown in Figure 6, the simulation time and throughput are represented by horizontal and vertical
axes respectively. The results revealed that as simulation time increases the throughput ratio is
increased.
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Figure 7 – Packet drop detection accuracy
As shown in Figure 7, it is evident that five experiments and their results are presented in terms of
detection rate and miss detection probability.
CONCLUSIONS AND FUTURE WORK
In this paper, we studied the packet dropping problem in MANET. Packet dropping causes
deterioration of quality of data transmission. Especially, in case of video data, it causes the problem to
the viewers of videos. In the literature it is found that packet loss is due to either link failures or
attacks. However, most of the solutions were based on the assumption that packet loss is due to
attacks only. In this paper we proposed a method based on HLA in order to detect packet loss and find
the exact reason for it. The method truthfully examines the reason for the packet drop is either link
failure or malicious attacks. Simulation study is made in order to have proof of the concept. The
results revealed that the proposed method is effecting in finding or detecting packet loss in MANET.
In also helped in finding the actual cause of the packet drop. In future, we intend to find the dynamics
of packet loss with more focused research in different kinds of networks.
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