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As the computational power of very low power processors dramatically increases, mostly driven by
demands of mobile computing, and as the cost of such technology drops, WSNs will be able to
afford hardware which can implement more sophisticated data aggregation and trust assessment
algorithms. Iterative Filtering (IF) algorithms are an attractive option for WSNs because they solve
both problems data aggregation and data trustworthiness assessment using a single iterative
procedure. The algorithm simultaneously aggregate data from multiple sources and provide trust
assessment of these sources, usually in a form of corresponding weight factors assigned to data
provided by each source. The current IF algorithms are vulnerable at collusion attack strategy. We
propose a solution for such vulnerabilities by providing an initial trust estimate which is based on a
robust estimation of errors of individual sensors. When the nature of errors is stochastic, such
errors essentially represent an approximation of the error parameters of sensor nodes in WSN such
as bias and variance. However, such estimates also prove to be robust in cases when the error is not
stochastic but due to coordinated malicious activities. Such initial estimation makes IF algorithms
robust against described sophisticated collusion attack, and, we believe, also more robust under
significantly more general circumstances. We built a prototype application to simulate and
demonstrate the proof of concept.
Index Terms – WSN, secure data aggregation, compromising nodes, IF algorithms
INTRODUCTION
Due to a need for robustness of monitoring and low cost of the nodes, wireless sensor networks
(WSNs) are usually redundant. Data from multiple sensors is aggregated at an aggregator node which
then forwards to the base station only the aggregate values. At present, due to limitations of the
computing power and energy resource of sensor nodes, data is aggregated by extremely simple
algorithms such as averaging. However, such aggregation is known to be very vulnerable to faults,
and more importantly, malicious attacks. For that reason data aggregation at the aggregator node has
to be accompanied by an assessment of trustworthiness of data from individual sensor nodes. Trust
and reputation have been recently suggested as an effective security mechanism for Wireless Sensor
Networks. Sample WSN is presented in Figure 1.
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Figure 1 – Sample WSN
As shown in Figure 1, it is evident that there are many sensor nodes meant for sensing data and they
can send the sensed data to sink node. Through Internet users can access such data hen WSN is
connected to Internet using a gateway. In this scenario it is very important to have data aggregation in
order to have efficiency in data gathering and dissemination. Therefore secure data aggregation
became an inevitable choice. Many researchers contributed towards it. Iterative filtering algorithms,
compromised node detection and trust and reputation based approaches are the three areas in which
literature is available. Iterative Filtering (IF) algorithms are an attractive option for WSNs because
they solve both problems data aggregation and data trustworthiness assessment using a single iterative
procedure. The algorithm simultaneously aggregate data from multiple sources and provide trust
assessment of these sources, usually in a form of corresponding weight factors assigned to data
provided by each source. The current IF algorithms are vulnerable at collusion attack strategy. Our
ContributionIn this paper we proposed an algorithm hat can overcome the issues with existing IF
schemes. The proposed algorithm ensures secure data aggregation in presence of a potential adversary
who targets the WSN for injecting false aggregation values. We built a prototype application to
demonstrate the proof of concept.The remainder of the paper is structured as follows. Section II
provides review of literature. Section III presents the proposed system in detail. Section IV presents
experimental results while section V concludes the paper.
RELATED WORKS
This section provides review of literature on secure data aggregation in WSNs. Many researchers
contributed towards providing secure data aggregation schemes for robust communications in WSN.
Iterative filtering algorithms, compromised node detection and trust and reputation based approaches
are the three areas in which literature is available. As many as six algorithms were proposed by Li et
al. in [2]. All approaches are iterative in nature and they looked similar. Norm and aggregation
functions differed among all three algorithms. Later on Ayday et al. [3] proposed IF algorithm which
was slightly different. The differences from other IF algorithms are as follows. There is time-discount
factor that causes the rating to fade out over a period of time. Black list of users is maintained by the
algorithm for bad raters. Liao et al. in [4] proposed an algorithm that is iterative in nature but also uses
social network of users besides rating matrix. Bias smoothed tensor model was introduced by Chen et
al. [5] which is based on Bayesian model which is very complex in nature. Simple cheating behaviour
is expected from adversaries by IF algorithms. However, IF did not take into account the collusion
attacks and malicious scenarios. In this paper we considered trust and reputation in our enhanced IF
algorithm. A general reputation framework was proposed by Generiwal et al. [7] where each node
involves in estimating reputation of other nodes by observing neighbours. In the same fashion, Xiao et
al. in [8] proposed trust based approaches in order to correlate faulty data dissemination. They also
proposed a ranking mechanism for leveraging trust in order to ensure that sensor nodes behave well.
PRESTO is architecture proposed by Li et al. [9] for hierarchical sensor network. It is a two – tier
framework that makes use of proxy nodes for storing sensed data. Between data items and network
nodes, Lim et al. in [1] proposed an interdependency relationship for finding trust associated with the
nodes in the network. A combination of trust, fault tolerance, and data aggregation were proposed by
Sun et al. [10] for WSNs that involve in multimedia communications. A trust based framework was
proposed by Tang et al. [11] for special WSN such as battle-network where it is very important to
protect nodes from enemies with a command and control centre in place. Trust and reputation models
are widely used to handle fault detection issues in WSN. However, they did not take into account
collusion attacks in hostile environments where WSN is deployed. In fact trust and reputation models
can be used to overcome problems such as compromised nodes that are involved in data aggregation.
In order to find out compromised nodes in WSN, Ho et al. in [12] proposed a framework that makes
use of software attestation. The revocation of compromised nodes is also explored by them as they
provide highly risky environment with false positives in the proposed scheme. False aggregator
detection and its importance was explored in [13] by making use of a MAC value along with
aggregation results. However it was observed that high remission cost and high computation cost are
required to ensure MAC based integrity thus the scheme may not be suitable for most of the networks.
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A defence strategy based on game-theory was prepared by Lim et al. [6] in order to safeguard
interests of nodes in WSN with the guarantee of trust for the data that has been sensed. These studied
revealed many interesting facts. For instance they found that false aggregation operations are carried
out by adversaries on the nodes that are involved in data aggregation. This was to obtain the data and
inject false aggregate values in order to achieve malicious objectives of adversaries. The result of such
attacks is that false data is provided to concerned authority and the decisions take on such data are not
accurate. When nodes are compromised, they are to be handled effectively and there is no potential
risk when compromised nodes are identified and removed from network. False data injection has been
around and that is considered to conduct the research in the given scenario with existing knowledge
and expected collusion attacks by compromising nodes with technical knowhow and the algorithms
defined.
PROPOSED AGGREGATION SCHEME
As shown in Figure 2, it is evident that there are different parties involved in the scheme. They
include service provider, router, attacker model, sensor nodes, and base station. Sensor nodes sense
data pertaining to temperature and send it to base station. However, some other node might act as
router in order to send the data to base station. The basis scenario is presented that shows how the
purpose of the nodes in WSN is served. There are aggregator nodes that take care of data aggregation
before sending data to base station. Now the problem is to effectively protect aggregator nodes and
WSN for that matter from malicious attacks including collusion attacks.

Figure 2 – Architectural overview of the proposed system
Attacker is assumed to have information about the sensor network and willing to make attacks.
Attacker generally injects faulty values in to the network so as to discourage decision making process.
The base station is able to receive sensed data and maintain the data. When attacks are made it is
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important to protect the WSN from malicious activities. More details on the parties involved including
their actions are presented in Figure 3.

Figure 2 – Interaction among different players involved in the system
The service provider is able to read sensor temperatures, assign MAC and send all details. The router
sends attack details to base station. The router receives data, scans it, fins attack probabilities and take
necessary steps. The base station is able to reveal temperature data and view the same. The base
station also can view attack details if found. The following is the algorithm employed in order to
achieve enhanced IF.
Algorithm: Enhanced Iterative Filtering Algorithm
Inputs: Data from multiple sources
Outputs: Secure data aggregation
Initialization
01 Initialize nodes N
02 Initialize vectors to hold data V
03 Initialize suspect to false
04 Initialize suspected nodes SN
05 Initialize a model M
Enhanced Iterative Filtering
06 While true Do
07
For Each n in N
08
For Each v in V
09
Build/update model M
10
IF v has abnormality THEN
11
suspect=true
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12
Add n to SN
13
End For
14
End For
15
Avoid suspected nodes
16
Aggregate only data from genuine nodes
17 END IF
Algorithm 1 – Enhanced Iterative Filtering Algorithm
As shown the algorithm takes data from multiple sources and performs secure data aggregation. It has
initialization and enhanced iterative filtering phases. It makes use of vectors to hold data and performs
iterative filtering to know abnormalities. It avoids suspected nodes and aggregates only the data from
genuine nodes.
IMPLEMENTATION AND RESULTS
Implementation is done using Java programming language. It has many models as described below. It
makes use of the proposed algorithm to simulate and demonstrate the proof of concept.
Service Provider
In this module, the Service Provider activates all the sensors and assigns temperatures to the sensor
node, and backup temperature will be stored, uploads their data to the particular base station. It will
store in node. The service provider, can view the attacked file by the Base Station, He can replace the
injected fake temperature to the sensor node.
Router
In this module, the predicate count query is used to determine the total number of nodes whose sensor
readings have some property in the network. And it is responsible for delivering the sensor readings to
the Base stations. If he founds fake temperature readings then it transfer the flow to Base Station.
Before sending any file to receiver temperature will be verified, then send to particular base station. In
a router we can view the sensor temperature details and clear the details.
Base Station
In this module, The base station collecting all sensor nodes (sn1, sn2, sn3, sn4, sn5….) and computing
aggregation results at the base station (BS), in network aggregation allows sensor readings to be
aggregated by intermediate nodes, which efficiently reduces the communication overhead. The Base
Station used for checking the temperature status and to verifies the results through reliable random
sampling achieved by data commitment and interactive proofs with the base station.
Attacker
Attacker is one who is injecting the fake temperature to the particular sensor node. And Router will
identify the attackers, then stored in attacker list.

IJRISE JOURNAL| www.ijrise.org|editor@ijrise.org [47-55]

International Journal of Research In Science & Engineering
Volume: 3 Issue: 4 July-August 2017

e-ISSN: 2394-8299
p-ISSN: 2394-8280

Figure 4 – Shows simulation scenario
As shown in Figure 4, there are clusters of nodes and node status is being presented. The nodes
perform as per their purpose and the data is sent to base station. In the process the proposed algorithm
is employed in order to detect any malicious activities. The secure data aggregation of data from
different nodes is presented in Figure 5.

Figure 5 – Base station containing secure data collected from different sensor nodes
There are many sensor nodes sending temperature details. The data is aggregated and sent to base
station. There are probabilities for attackers to inject fault data as well. In such cases the proposed
algorithm was able to perform enhanced iterative filtering to handle attacks if any. The attack status is
updated as revealed in Figure 6.
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Figure 6 – Attack status
Different nodes and their energy levels are revealed. The other data is related to temperature besides
showing the attack information. The iterative filtering process can judge the values to know whether
they are genuine and make well informed decisions.

CONCLUSIONS AND FUTURE WORK
In this paper we studied secure data aggregation. The review of literature found that there are many
techniques available. IF algorithms are widely used for secure data aggregation. However, they are
not adequate to handle collusion attacks. In other words, WSNs are vulnerable to such attacks. In this
paper we proposed and implemented an enhanced iterative filtering algorithm that performs modelling
of data and updates it every time iteratively. It can thus predict the data by comparing the model and
suspect entries injected by adversaries. We built a prototype application that simulates and
demonstrates the proof of concept. The application is implemented using Java platform with a
Graphical User Interface (GUI) and visualization of WSN. The empirical results revealed that the
proposed scheme is effective for secure data aggregation in WSN in presence of collusion attacks.
This research can be extended further by considering real time scenarios and implementing the
algorithm to evaluate it further.
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