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ABSTRACT
Nowadays, more and more people are motivated to outsource their local data to public
cloud servers for great convenience and reduced costs in data management. But in
consideration of privacy issues, sensitive data should be encrypted before outsourcing,
which obsoletes traditional data utilization like keyword-based document retrieval. In this
paper, we present a secure and efficient Information Retrieval for Ranked Query Using
Aggregation and Distribution Layer (ADL), which additionally supports dynamic update
operations like deletion and insertion of documents. Specifically, we construct an index
tree based on vector space model to provide multi-keyword search, which meanwhile
supports flexible update operations. Besides, cosine similarity measure is utilized to support
accurate ranking for search result. Moreover, to protect the search privacy, we propose a
secure scheme to meet various privacy requirements in the known cipher text threat model.
Keywords: ADL, Cloud, Multi keyword Ranked Search, Privacy Preserving.
---------------------------------------------------------------------------------------------------------------1. INTRODUCTION
Cloud computing as an emerging technology is expected to reshape information technology
processes in the near future. Due to the overwhelming merits of cloud computing, e.g., costeffectiveness, flexibility and scalability, more and more organizations choose to outsource
their data for sharing in the cloud. As a typical cloud application, an organization subscribes
the cloud services and authorizes its staff to share files in the cloud. Each file is described by
a set of keywords, and the staff, as authorized users, can retrieve files of their interests by
querying the cloud with certain keywords [1]. In such an environment, how to protect user
privacy from the cloud, which is a third party outside the security boundary of the
organization, becomes a key problem. The objective of this research paper is to protect on
data duplication for removing duplicate copies of data and used on cloud to save storage
space and increase bandwidth [14].
User privacy can be classified into search privacy and access privacy [2]. Search privacy
means that the cloud knows nothing about what the user is searching for, and access privacy
means that the cloud knows nothing about which files are returned to the user. When the files
are stored in the clear forms, a naıve solution to protect user privacy is for the user to request
all of the files from the cloud; this way, the cloud cannot know which files the user is really
interested in. While this does provide the necessary privacy, the communication cost is high.
Private searching was proposed by Ostrovsky et al. [3,6] (referred to as the Ostrovsky scheme
in this paper), which allows a user to retrieve files of interest from an untrusted server

IJRISE JOURNAL| www.ijrise.org|editor@ijrise.org [230-236]

International Journal of Research In Science & Engineering
Volume: 3 Issue: 2 March-April 2017

e-ISSN: 2394-8299
p-ISSN: 2394-8280

without leaking any information. However, the Ostrovsky scheme has a high computational
cost, since it requires the cloud to process the query (perform holomorphic encryption) on
every file in a collection. Otherwise, the cloud will learn that certain files, without processing,
are of no interest to the user. It will quickly become a performance bottleneck when the cloud
needs to process thousands of queries over a collection of hundreds of thousands of files. We
argue that subsequently proposed improvements, like [6], also have the same drawback.
Commercial clouds follow a pay-as-you-go model, where the customer is billed for different
operations such as bandwidth, CPU time, and so on. Solutions that incur excessive
computation and communication costs are unacceptable to customers.
To make private searching applicable in a cloud environment, our previous work [7] designed
a cooperate private searching protocol (COPS), where a proxy server, called the aggregation
and distribution layer (ADL), is introduced between the users and the cloud as shown in
system architecture (Fig. 1). The ADL deployed inside an organization has two main
functionalities: aggregating user queries and distributing search results. Under the ADL, the
computation cost incurred on the cloud can be largely reduced, since the cloud only needs to
execute a combined query once, no matter how many users are executing queries.
Furthermore, the communication cost incurred on the cloud will also be reduced, since files
shared by the users need to be returned only once. Most importantly, by using a series of
secure functions, COPS can protect user privacy from the ADL, the cloud, and other users.

Fig. 1. System Architecture
1.1 Existing System
With the prevalence of cloud services, more and more sensitive information are being
centralized into the cloud servers, such as emails, personal health records, private videos and
photos, company finance data, government documents, etc. To protect data privacy and
combat unsolicited accesses, sensitive data has to be encrypted before outsourcing so as to
provide end-to-end data confidentiality assurance in the cloud and beyond. However, data
encryption makes effective data utilization a very challenging task given that there could be a
large amount of outsourced data files. Besides, in Cloud Computing, data owners may share
their outsourced data with a large number of users, who might want to only retrieve certain
specific data files they are interested in during a given session. One of the most popular ways
to do so is through keyword-based search. Such keyword search technique allows users to
selectively retrieve files of interest and has been widely applied in plaintext search scenarios.
Unfortunately, data encryption, which restricts user’s ability to perform keyword search and
further demands the protection of keyword privacy, makes the traditional plaintext search
methods fail for encrypted cloud data.
Disadvantages of Existing System
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1. For each search request, users without pre-knowledge of the encrypted cloud data
have to go through every retrieved file in order to find ones most matching their
interest, which demands possibly large amount of post processing overhead.
2. Invariably sending back all files solely based on presence/absence of the keyword
further incurs large unnecessary network traffic, which is absolutely undesirable in
today’s pay-as-you-use cloud paradigm.
1.2 Objective
 Input Design is the process of converting a user-oriented description of the input into
a computer-based system. This design is important to avoid errors in the data input
process and show the correct direction to the management for getting correct
information from the cloud.


It is achieved by creating user-friendly screens for the data entry to handle large
volume of data. The goal of designing input is to make data entry easier and to be free
from errors.



When the data is entered it will check for its validity. Data can be entered with the
help of screens. Appropriate messages are provided as when needed so that the user
will not be in maize of instant.

2. RELATED WORK
Searchable encryption schemes enable the clients to store the encrypted data to the cloud and
execute keyword search over cipher text domain. Due to different cryptography primitives,
searchable encryption schemes can be constructed using public key based cryptography or
symmetric key based cryptography [2]. Song et al. proposed the ﬁrst symmetric searchable
encryption (SSE) scheme, and the search time of their scheme is linear to the size of the data
collection. Goh proposed formal security deﬁnitions for SSE and designed a scheme based on
Bloom ﬁlter. The search time of Goh’s scheme is O(n), where n is the cardinality of the
document collection. Curtmola et al. proposed two schemes (SSE-1 and SSE-2) which
achieve the optimal search time. Their SSE-1 scheme is secure against chosen-keyword
attacks (CKA1) and SSE-2 is secure against adaptive chosen-keyword attacks (CKA2).
These early works are single keyword boolean search schemes, which are very simple in
terms of functionality. Afterward, abundant works have been proposed under different threat
models to achieve various search functionality, such as single keyword search, similarity
search, multi-keyword boolean search, ranked search, and multi-keyword ranked search
[5],[4],[8] etc. Multi-keyword boolean search allows the users to input multiple query
keywords to request suitable documents. Among these works, conjunctive keyword search
schemes only return the documents that contain all of the query keywords. Disjunctive
keyword search schemes [9] return all of the documents that contain a subset of the query
keywords. Predicate search schemes [9],[10] are proposed to support both conjunctive and
disjunctive search. All these multi keyword search schemes retrieve search results based on
the existence of keywords, which cannot provide acceptable result ranking functionality.
Ranked search can enable quick search of the most relevant data. Sending back only the top-k
most relevant documents can effectively decrease network trafﬁc. Some early works [7] have
realized the ranked search using order-preserving techniques, but they are designed only for
IJRISE JOURNAL| www.ijrise.org|editor@ijrise.org [230-236]

International Journal of Research In Science & Engineering
Volume: 3 Issue: 2 March-April 2017

e-ISSN: 2394-8299
p-ISSN: 2394-8280

single keyword search. Cao et al. [7],[10] realized the ﬁrst privacy-preserving multi-keyword
ranked search scheme, in which documents and queries are represented as vectors of
dictionary size. With the “coordinate matching”, the documents are ranked according to the
number of matched query keywords. However, Cao et al.’s scheme does not consider the
importance of the different keywords, and thus is not accurate enough. In addition, the search
efﬁciency of the scheme is linear with the cardinality of document collection.
Sun et al. [11] and Zheng et al. [12] proposed secure attribute-based keyword search schemes
in the challenging scenario where multiple owners are involved. However, applying CPABE
in the cloud system would introduce problems for data user revocation, i.e., the cloud has to
update the large amount of data stored on it for a data user revocation [13]. Additionally, they
do not support privacy preserving ranked multi-keyword search. Our paper differs from
previous studies regarding the emphasis of multiple data owners in the system model. This
paper seeks a solution scheme to maximally relax the requirements for data owners and users,
so that the scheme could be suitable for a large number of cloud computing users.
3. PROPOSED SYSTEM
This paper proposes a secure Efficient Information Retrieval for Ranked Query Using
Aggregation and Distribution Layer (ADL), which supports multi keyword ranked search and
dynamic operation on the document collection. In order to obtain high search efficiency, we
construct a tree-based index structure and propose a “Greedy Depth-first Search” algorithm
based on this index tree. Due to the special structure of our tree-based index, the proposed
search scheme can flexibly achieve sub-linear search time and deal with the deletion and
insertion of documents. The secure kNN algorithm is utilized to encrypt the index and query
vectors, and meanwhile ensure accurate relevance score calculation between encrypted index
and query vectors.
Advantages of Proposed System
1. We provide not only multi-keyword query and accurate result ranking, but also
dynamic update on document collections.
2. Improved searching efficiency with privacy preserving.

4. MODULES DESCSRIPTION
 Data Owner:
The data owner is responsible for the update operation of his documents stored in the cloud
server. While updating, the data owner generates the update information locally and sends it
to the server.
 Data User:
Data users are authorized ones to access the documents of data owner. He fetches encrypted
documents from cloud server, and then he can decrypt the documents with the shared secret
key.
 Semi-Trusted Cloud Server:
Cloud server stores the encrypted document collection and the encrypted searchable tree
index for data owner.
5. RESULTS
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5.1 Home Page
In this page, it describes different modules which are going to perform.

5.2 EIRQ Page
In this page, we can prove that EIRQ is more efficient in retrieval of information using
aggregation & distribution layer as compared to ostrovsky.
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6. CONCLUSION
We proposed three EIRQ schemes based on an ADL to provide differential query services
while protecting user privacy. By using our schemes, a user can retrieve different percentages
of matched files by specifying queries of different ranks. By further reducing the
communication cost incurred on the cloud, the EIRQ schemes make the private searching
technique more applicable to a cost-efficient cloud environment. However, in the EIRQ
schemes, we simply determine the rank of each file by the highest rank of queries it matches.
For our future work, we will try to design a flexible ranking mechanism for the EIRQ
schemes.
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